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OPEC: Operation-based Security Isolation for
Bare-metal Embedded Systems

Xia Zho, Jiaqi Li, Wenlong Zhang, Yajin Zhou, Wenbo Shen, Kui Ren
Zhejiang University

EZEEIEEE-NEMS 2021LA
posterfezlEBra R

1. Background ] | [+ he appication Pintock has four tasks: program_init,
Key_it, unlock_task, and locktask. Eachtask can

be partitoned as an operaton.

> Each operaton has a individual securiy policy.

>

+ Bare-metal embedded systems are widely used in mobile.
systems, smart homes, smart health, etc.
+ However, they

operation switch

ASLR, and CFL. v P

* Secrity isolation can be used to constrain the atack and is a
way to secure these systems.

2. Problem

Existing security isolation suffers from partition-time

over-privilege and execution-time over-privilege issues.

* The global Fig. 3: of OPEC. At the stage |,
. global data grouping: takes the program source code and entry functions list as
}E_HJEEAS |ACCS2021 {?Q&J:Hﬁﬂ: s input ‘program image. At the stage Il
] Z = T T the program, enforces the
> i resource isolation, and handles the operation switch.

17
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Novel deep learning radiomics
model for preoperative evaluation
of hepatocellular carcinoma
differentiation based on
computed tomography data

Applications of upconversion
nanoparticles in cellular
optogenetics

Well-defined Segment of
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